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1. INTRODUCTION

1.1 CATS Global Schools (CGS) operates CCTV surveillance systems at its UK centres, including Cambridge
School of Visual & Performing Arts (CSVPA). This policy sets out the purposes, use, management, monitoring,
access, disclosure and retention of CCTV images and the procedures to be followed.

1.2 CGS will operate CCTV lawfully, fairly, transparently, securely, and only where its use is necessary and
proportionate. In doing so, CGS has regard to the UK General Data Protection Regulation (UK GDPR), the Data
Protection Act 2018 (DPA 2018), as amended, the Protection of Freedoms Act 2012, the Human Rights Act 1998,
the Data (Use and Access) Act 2025 and other relevant data protection, employment, safeguarding and privacy
requirements.

1.3 Although CGS is not a 'relevant authority' for the purposes of the Surveillance Camera Code of Practice, it will
have regard to the Code and its guiding principles as good practice where relevant.

1.4 This policy has been prepared with regard to current Information Commissioner's Office (ICO) guidance on
video surveillance, including CCTV. The ICO has stated that its surveillance guidance is under review following
changes introduced by the Data (Use and Access) Act 2025; this policy will therefore be reviewed if relevant ICO
guidance changes.

1.5 This policy applies to CCTV systems capturing images of identifiable individuals for the purposes set out below
and to all employees, officers, consultants, contractors, agency workers, casual workers, volunteers, interns,
students and visitors insofar as they use, access or are captured by the system.

1.6 A breach of this policy by staff may be dealt with under the appropriate disciplinary procedure and may amount
to misconduct or gross misconduct depending on the circumstances.

2. CCTV SYSTEM: GOVERNANCE AND RESPONSIBILITY

2.1 CGS is the data controller for personal data processed through its CCTV systems and is registered with the
Information Commissioner's Office where required.

2.2 The Rector is the policy owner. The IT Director is responsible for the operational management and security of
the CCTV system, including installation, maintenance, recording, access controls and technical operation. The
Data Protection Officer (DPO) provides data protection oversight and advice. The Designated Safeguarding Lead
(DSL) provides safeguarding oversight where CCTV footage relates to the welfare or protection of a student.

2.3 Access to CCTV systems and footage will be restricted to authorised persons whose role requires access.
Permissions will be role-based and kept under review. Where technically available, access and viewing activity will
be auditable.

2.4 Signs will be displayed prominently to inform staff, students, visitors and members of the public that CCTV is in
operation. Signage will identify CGS as the operator/controller and provide an appropriate contact route. Further
information about CCTV processing will be available through the relevant privacy notice.

2.5 Cameras may cover entrances, exits, circulation areas, communal areas, vulnerable public-facing areas and
other locations where surveillance is assessed as necessary and proportionate for an identified purpose.

2.6 Cameras will not be installed in toilets, bathrooms, shower areas, changing rooms, bedrooms or other areas
where individuals have a heightened and reasonable expectation of privacy. Cameras in accommodation will
normally be restricted to entrances, exits and communal areas.

2.7 The system may operate and record 24 hours a day, every day of the year. Live viewing will only take place
where justified by an identified operational, welfare, safety or security purpose.

2.8 The IT Director will maintain appropriate records of CCTV systems and camera locations. Detailed camera-
location information will not ordinarily be published where doing so would undermine security, but will be available
internally to authorised staff and the DPO.

2.9 Where CCTV services involve an external supplier or processor, CGS will ensure that appropriate contractual,
confidentiality, security and data-processing arrangements are in place.

3. PURPOSES AND LAWFUL BASIS

3.1 CCTV may be used where necessary and proportionate for specified purposes including:



e protecting the safety and security of students, staff, visitors, premises and property;

e supporting safeguarding and welfare arrangements;

e preventing, detecting and investigating crime, security incidents and other serious incidents;

e assisting in the investigation of reported breaches of school policies or regulations where use of CCTV is
necessary and proportionate;

e supporting health and safety and the safe management of school and residential premises;

e supporting law-enforcement or statutory agencies where disclosure is lawful and appropriate.

3.2 For each CCTV processing activity, CGS will identify and document an appropriate lawful basis under Article 6

UK GDPR. Depending on the circumstances, this may include legitimate interests and/or compliance with a legal

obligation. Where legitimate interests are relied upon, CGS will consider necessity, proportionality and the rights
and reasonable expectations of the individuals concerned.

3.3 Where CCTYV processing involves special category data or criminal offence data, CGS will ensure that any
additional UK GDPR/DPA 2018 conditions and documentation requirements are met.

3.4 CCTV footage will not be used for purposes incompatible with those identified in this policy. Any proposal to
introduce a materially new purpose will be considered by the DPO and, where appropriate, subject to a Data
Protection Impact Assessment (DPIA) before that use begins.

4. DATA PROTECTION IMPACT ASSESSMENT AND NECESSITY

4.1 Before introducing a new surveillance system, and whenever there is a material change to its purpose,
location, technology, monitoring arrangements, scale or use, CGS will assess the privacy impact and determine
whether a DPIA is required.

4.2 A DPIA will be completed before processing that is likely to result in a high risk to individuals, including relevant
large-scale monitoring of publicly accessible areas or monitoring of individuals in the workplace. The assessment
will consider necessity, proportionality, reasonable expectations, less intrusive alternatives, risks to rights and
freedoms, and appropriate mitigations.

4.3 The continuing necessity and proportionality of cameras and their locations will be reviewed periodically, not
merely when the wording of this policy is reviewed.

5. MONITORING, RECORDING AND ACCESS

5.1 CCTV images may be viewed by authorised accommodation, welfare, security, operations or other designated
staff where this is necessary for the purposes in this policy. Overnight live monitoring in accommodation areas may
take place where necessary for student safety and security.

5.2 The Rector, IT Director, DSL or other appropriately authorised senior manager may approve role-based access
within an individual's area of responsibility. Safeguarding access is additionally governed by section 6.

5.3 Cameras and recording equipment will be maintained so that images remain suitable for the stated purpose
and, where relevant, date and time settings are accurate.

5.4 CCTV will not normally record audio. Any proposed introduction of audio recording would require a separate
assessment of necessity and proportionality, DPO advice and a DPIA where required.

5.5 CCTV will not be used for routine or excessive monitoring of staff performance. Any workplace monitoring will
be undertaken in accordance with current ICO employment and monitoring guidance, employment law and data
protection law.

5.6 Access credentials must not be shared. Images must not be copied, photographed, downloaded, transmitted or
disclosed except where authorised under this policy.

6. SAFEGUARDING AND STUDENT WELFARE

6.1 CCTV is a supporting safeguarding and safety measure and does not replace appropriate staffing, supervision,
reporting, risk assessment or the school's safeguarding procedures.



6.2 Where footage may contain information relevant to a safeguarding concern, child protection investigation,
allegation against an adult, child-on-child abuse concern, missing student incident or other matter concerning the
welfare or protection of a student, the DSL or a Deputy DSL acting on the DSL's behalf may require the relevant
footage to be secured and preserved.

6.3 Safeguarding footage will be handled in accordance with the school's Safeguarding and Child Protection
Policy, Keeping Children Safe in Education, data protection law and any applicable statutory-agency requirements.
Access will be limited to persons who need the footage for the safeguarding purpose concerned.

6.4 Where a safeguarding concern may require referral to children's social care, the police, the Local Authority
Designated Officer or another statutory agency, relevant footage must not be routinely deleted while the matter
remains active or while its retention may reasonably be required as evidence.

6.5 In operating CCTV in an educational setting, CGS will take particular account of the rights, welfare and
reasonable privacy expectations of children and young people under the age of 18.

7. COVERT SURVEILLANCE
7.1 CGS does not routinely use covert CCTV.

7.2 Any exceptional proposal for covert monitoring must be referred in advance to the Rector, Director/Head of HR
and DPO. It may only be authorised where there is a clear and documented justification, less intrusive measures
would be ineffective or inappropriate, the monitoring is necessary and proportionate, and informing the individual
would seriously prejudice the legitimate purpose of the monitoring.

7.3 Covert monitoring will be strictly time-limited, targeted, documented and reviewed. A DPIA will be completed
where required. Covert monitoring will not be used in areas where individuals have a particularly high expectation
of privacy.

8. DATA PROTECTION PRINCIPLES AND SECURITY

8.1 Personal data obtained through CCTV will be processed in accordance with the data protection principles. In
particular, it will be processed lawfully, fairly and transparently; collected for specified, explicit and legitimate
purposes; adequate, relevant and limited to what is necessary; accurate where relevant; retained no longer than
necessary; and protected by appropriate technical and organisational security measures.

8.2 CGS will maintain appropriate records of processing activities and security controls relating to CCTV. Staff
authorised to access or process footage will receive appropriate data protection and system-use training.

8.3 Suspected unauthorised access, loss, disclosure or misuse of CCTV footage must be reported immediately in
accordance with CGS's personal data breach procedure.

9. INDIVIDUAL RIGHTS AND SUBIJECT ACCESS REQUESTS

9.1 Individuals have rights in relation to their personal data under data protection law. A request for access to
CCTV footage containing an individual's personal data may constitute a Subject Access Request (SAR).

9.2 A SAR does not have to be made on a particular form or in writing. However, because CCTV footage can be
difficult to locate, individuals are encouraged to contact the DPO at DPO@catsglobalschools.com and provide
sufficient information to help identify the footage, such as the approximate date, time, location and a description of
the individual.

9.3 CGS may request information reasonably necessary to verify identity where required. Requests will be handled
within the applicable statutory timescale.

9.4 Where footage also contains the personal data of another identifiable person, CGS will consider the rights of all
individuals concerned and whether disclosure can lawfully be made. Where appropriate and technically possible,
redaction, blurring or masking may be used.

9.5 Staff who receive a request relating to CCTV must forward it promptly to the DPO and must not delay it by
requiring the requester to use a particular form or contact route.



10. DISCLOSURE TO THIRD PARTIES

10.1 Requests for disclosure by third parties should be referred to the DPO, IT Director, Rector or DSL, as
appropriate to the subject matter.

10.2 Footage will only be disclosed where there is a lawful basis and disclosure is necessary and proportionate, for
example where required by law or appropriately requested by the police, children's social care, LADO, a court,
regulator or other competent/statutory body.

10.3 The DPO may be consulted before disclosure, particularly where the request is unusual, sensitive or involves
competing privacy interests.

10.4 CCTV may be used in formal staff or student disciplinary proceedings where its use is lawful, fair, necessary
and proportionate and consistent with the purposes for which the footage was obtained.

10.5 A record will be maintained of disclosures of CCTV footage, including the date, relevant footage/camera,
requester, recipient, authoriser and reason or lawful basis for disclosure.

11. RETENTION AND PRESERVATION

11.1 Unless footage is required for an identified evidential, safeguarding, disciplinary, legal, regulatory or other
legitimate purpose, CCTV images will normally be retained for no longer than 14 days from the date of recording
and will then be securely overwritten or deleted.

11.2 Where footage is required beyond the normal retention period, it must be secured against routine deletion.
The DSL or Rector may require preservation for student safeguarding or welfare matters; the Head/Director of HR
may require preservation for staff matters; and the IT Director will implement and maintain the technical
preservation arrangements.

11.3 Extended retention must be justified and kept under review. Footage will be deleted when it is no longer
required, taking account of investigations, referrals, proceedings, appeals, complaints, litigation holds and
statutory-agency requirements.

11.4 Access to preserved footage will be restricted to authorised persons and appropriate security controls will be
maintained.

12. COMPLAINTS

12.1 Complaints about the operation of CCTV or disclosure of CCTV images should be raised through the relevant
CGS/CSVPA Complaints Policy or with the DPO. Individuals may also have the right to complain to the Information
Commissioner's Office.

13. TRAINING, AUDIT AND COMPLIANCE

13.1 Staff involved in operating, monitoring, accessing, disclosing, preserving or otherwise processing CCTV
images will be made aware of this policy and receive training appropriate to their role.

13.2 Compliance may be audited periodically, including access permissions, disclosure records, retention
arrangements, signage, camera necessity and proportionality, security controls and completion/review of relevant
DPIAs.

13.3 Any inappropriate access to or use of CCTV will be investigated and may result in disciplinary action and/or
reporting under the data breach procedure.

14. POLICY REVIEW

14.1 This policy will be reviewed at least annually by the Rector, with operational input from the IT Director and
advice from the DPO and DSL as appropriate.

14.2 An earlier review will take place following material changes in legislation, ICO guidance, safeguarding
guidance, technology, CCTV purposes or operational arrangements.



14.3 The Governing Body/proprietor will receive appropriate assurance that CCTV arrangements are lawful,
proportionate and effectively implemented, particularly where they form part of safeguarding, residential or security
arrangements.

15. RELATED DOCUMENTS AND GUIDANCE

e CSVPA Safeguarding and Child Protection Policy

e CGS/CSVPA Privacy Notices and Data Protection Policy

e CGS/CSVPA Complaints Policy

e Personal Data Breach Procedure

e Keeping Children Safe in Education 2026

e ICO guidance: Video surveillance (including guidance for organisations using CCTV)

e |CO guidance on monitoring workers

¢ UK GDPR and Data Protection Act 2018, as amended

e Protection of Freedoms Act 2012 and Surveillance Camera Code of Practice, where relevant as good practice
e Data (Use and Access) Act 2025



